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Delaware Claims Processing Facility Trust

Armstrong World Industries Asbestos Personal Injury Settlement Trust
P.O Box 1079

Wilmington, DE 19899-1079

Email websupport@armstrongworldasbestostrust.com

Babcock & Wilcox Asbestos Settlement Trust
P.O. Box 8890

Wilmington, DE 19899-1036

Email websupport@bwasbestostrust.com

Owens Corning/Fibreboard Asbestos Personal Injury Trust
P.O. Box 1072

Wilmington, DE 19899-1072

Email websupport@ocfbasbestostrust.com

T&N Subfund of the Federal-Mogul Asbestos Personal Injury Trust
P.O. Box 8401

Wilmington, DE 19899-8401

Email websupport@federalmogulasbestostrust.com

Flintkote Asbestos Trust

P.0. Box 1033

Wilmington, DE 19899-1033

Email websupport@flintkoteasbestostrust.com

FMP Subfund of the Federal-Mogul Asbestos Personal Injury Trust
P.O. Box 8401

Wilmington, DE 19899-8401

Email websupport@federalmogulasbestostrust.com

Pittsburgh Corning Corporation Asbestos Personal Injury Settlement Trust
P.O. Box 1032

Wilmington, DE 19899-1032

Email websupport@pccasbestostrust.com

United States Gypsum Asbestos Personal Injury Settlement Trust
P.0O. Box 1080

Wilmington, DE 19899

Email websupport@usgasbestostrust.com

WRG Asbestos PI Trust

P.0. Box 1390

Wilmington, DE 19899-1390

Email websupport@wrgraceasbestostrust.com

Owens-lllinois Asbestos Personal Injury Trust

P.O.Box 1189

Wilmington, DE 19899-1189

Email websupport@oiasbestospersonalinjurytrust.com
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Chapter 1 Firm Super User

The Firm Super User Account

The Delaware Claims Processing Facility has created a super user-friendly web-based
secured environment to assist firms in the submission, updating and settling of
asbestos related claims. This innovated website supplies firm users with all of their
claimant’s information at a click of a button.

In addition to the Trust Online website, DCPF provides training and technical support
for all Trust Online related issues. In addition to the secured website, each Trust has
their own public website that provides valuable resources, downloads, news articles,
medical/exposure requirement information and much more. The News section also
includes any and all enhancements made to Trust Online due to feedback from
current firms using the site.

Firms that wish to sign up to use Trust Online, must first have a partner or member
of the firm complete an Electronic Filer Agreement (E-filer) and send the completed
E-filer back to the Facility for processing. A Firm Super User (FSU) account will be
created for the partner or member who signed the E-filer. The firm must complete
an E-filer agreement for each Trust that they would like to access through Trust
Online. The E-filers are located on the Downloads page of the specific Trust public
website.

Once the E-filer has been processed by the Facility, a Trust Online package will be
sent, which includes a letter with the FSU’s username and password, a copy of the
processed E-filer and this instructional manual to Trust Online.

With the username and password in hand, the FSU will need to log into Trust Online
to begin creating accounts for their staff and setting the notification preferences. To
get to the login page, proceed to any of the public websites, such as the Owens-
Illinois Asbestos Injury Settlement Trust, and click on the Login link located on
the right menu bar.

Owens-lllinois Asheslos
Personal Injury Trust

Home | Contact | Log In to Trust Online

Q

By clicking on this Login link, you will be directed to the Trust Online login page.
Each and every time a user chooses to log into Trust Online, they must click on the 'I
Agree’ check box immediately below the disclaimer. By clicking on this check box,
the user is agreeing to the terms specified in the E-filer.

Enter the username and password from the letter and click on the Login button.
Next, enter the Two-Factor verification code received in your email. The user should
keep in mind that the password is case sensitive and will disable the account after
the third incorrect login attempt.
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After successfully logging in to Trust Online with the password and verification code,
the firm super user will be directed to the Summary page. At the top of this page, the
user’s information is displayed which includes the user’s full name, username, email
address and the firm’s name, address and any OI Alerts.

Summary
T
Truste
| Onu'ﬁt- Account Name Acme Law
Smith, Joseph 111 Rux Landing Str
4.—— F.O. Box 123
Foxville, CA 24948-6169
UserName Firm Super User
Email jsmith@acmelaw.com

The lower section of this page is divided into two tabs, the Statistics and Attorneys
view. This section defaults to the Statistics view which displays all claims submitted
by the firm, total payments made to the firm and a claim status breakdown of all
claims submitted for each Trust the user has access to view.

_Statistics | Attomeys |
‘ Summary Statistics as of 9/23/2022 9:52:20 AM
Description B&W CEL FB OC| o1 PCC usG
| |[Total Claims Submitted 73 18 41 45 13 33 77
‘ Total Payments 5674 40 $529 $27,223 s$0 $1,307 $819
‘ Ready to Review 2 4 0 2 3 7 18
Intake Deficient 54 6 34 38 10 18 51
| Review 1 1 o 1 (4] i 1
| IReview Complete o 0 0 0 o 0 1
Awaiting Quality Assurance ] 0 0 0 a 0 0
In Quality Assurance 0 o o o 0 0 (1]
| |Review Deficient 2 1 3 1 a 3 2
Ready to Re-Review 1 =l o 0 0 0 T
| Offer Issued 7 2 o 0 a 1 ]
| Release Verified 0 0 0 0 o 0 o
| Release Deficient o] 1 o 0 a 0 ]
Paid 2 1 2 2 0 1 1
‘ Partial Payment Paid 0 1] 0 0 a 0 1]
| Payment Authorization (1] ] 0 (1] o 0 o
| Deferred 0 o 1 o] (4] 0 (4]
Do Not Review 0 o ] 1] 0 0 o
‘ Withdrawn 1 o 1 1 a 1 2
‘ Disallowed 0 i} o o 0 0 (1]
| Deemed Withdrawn 0 o 0 o 0 0 0
Hold & i} o o 0 1 (1]
‘ Draft 5 2 1 0 14 5
Research 1 o 0 1] a 0 Q

The Attorneys tab displays the list of attorneys for which the user has access to view,
edit or submit claims.

[ statistics | Attorneys |

Save ToFile € 1to 2 0f 2 >
Your account has access to these attorneys
GILLAM, SCOTT
BAGGETT SR., HARRY L.

The FSU’s main function is to create sub-accounts and manage access for their staff
and attorney(s) as well as setting the notification preferences for each attorney that
have submitted and will be submitting claims on Trust Online.

The FSU’s Menu Bar located at the top of the page includes the two tabs that the FSU
will be using to create and manage their firm’s sub-accounts. These two tabs are
labeled “User Accounts” and “Manage Access” and can only be viewed when
logged in as the FSU.

r |
| Summary| Claim Search | Feedback | New Claim Conversior” User Accountsl Manage Access" Profile | Reports | Notifications
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Creating Accounts

As noted in the previous sections, one of the main functions of the FSU is to create
accounts for staff and attorneys to provide access to Trust Online. Although, these
accounts seem very similar when creating them, one of the main differences is that
the attorney account is always associated with an Active Attorney.

The attorney account is not to be confused with the actual active practicing attorney
from the law firm. An attorney account gives the representing attorney more control
over his claims by allowing them to set their own notifications preferences.

In this next section, we will explain how to create accounts and the vital differences
between them. We will also explain how to enable “disabled accounts”, reset
passwords and disable “enabled accounts”.

To create the user accounts, click on the <User Accounts> tab located on the Menu
Bar. From this page, click on the <Add Account> button to begin creating
accounts.

Last Name User Name Trust v

[search J]|  Add Account _

User Accounts

Staff Accounts

To create a staff account, first select Staff from the Account Type drop-down box
and enter the Account Last Name, Account First Name, Username, Password,
Confirm Password and Email. In the Two-Step Verification section, enter the Email
and/or Phone Number to receive the verification token. Place a check mark next to
the “Enable” box and any other appropriate boxes for this user and click the
<Add> button. The other four boxes will be explained in detailed in the upcoming

section.
Account Last Name
Account First Name
Username
Account Type
Fmail | Attorney
Password
Confirm Password
Two-Step Verification Enabled
Authenticator App [ Not setup ]
Email
Phone Number +1
Receive Announcements Check this box to receive periodic announcements from the facility.
View Summary Statistics Check this box to allow the user to view the summary statistics.
Hide Total Payment Statistics Check this box to exclude Total Payments from Summary Statistics.
Enabled rd
Read Only
Trust(s) Mo trust{s) assigned.
[Add]iCancel|
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Attorney Accounts

To create an attorney account, select Attorney from the Account Type drop-down
box. The Attorney drop-down box will appear with the available attorneys for your
firm. If an attorney is not listed in this drop-down box, you will have to contact the
Trust to have this attorney added before you can create this account.

If the attorney is listed in this drop-down box, select the respective attorney and
enter the necessary account information. Place a check mark next to the appropriate
boxes and click the <Add> button to save.

Account Last Name

Account First Name

Username

Account Type Attorney ¥

Attorney Select Attorney... r
Email

Password

Confirm Password

Two-Step Verification Enabled

Authenticator App

Email

Phone Number +1

Receive Announcements Check this box to receive periodic announcements from the facility.
View Summary Statistics Check this box to allow the user to view the summary statistics.
Hide Total Payment Statistics Check this box to exclude Total Payments from Summary Statistics.
Enabled rd
Read Only
Trust(s) Mo trust{s) assigned.

[addficancel

Two-Step Verification

As an added security feature, Trust Online requires Two-Factor Authentication (TFA)
in order to log into Trust Online. This will be required for all staff and attorney
accounts, as well as the firm super user account.

TFA provides a second layer of security, in addition to your password, by requiring
the user to verify a separate and unique verification code.

The TFA Process
Trust Online will provide three options for receiving the TFA verification code:

e TFA Authenticator App (preferred method)
e Email
e Text Message (to a mobile device)

Users can choose one or more of these options; however, the preferred option is the
TFA Authenticator App. If you are unable to use the App, TFA verification codes can
be received through Email or Text Message.

4|
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TFA Authenticator App
We recommend downloading and using one of the following mobile apps:

e Google Authenticator
e Microsoft Authenticator
e Duo Mobile

User Account Options

Enabling/Disabling Accounts (Check Box)

The Enabled check box will need to be checked in order for users, staff and
attorneys, to be able to log into Trust Online. The Enabled check box will
automatically become unchecked when the system identifies a user attempting to log
into Trust Online more than three times with an incorrect password.

In these cases, the FSU will need to re-enable the account by placing a mark next to
the Enabled check box and clicking the <Save> button.

In this same manner, the FSU must disable accounts that are no longer with the firm
by removing the check mark next to the Enabled box and clicking the <Save>
button. This will eliminate the risk of any unauthorized personnel from logging into
Trust Online.

Read Only (Check Box)

Read Only accounts are accounts that are limited to creating reports, viewing claim
information and viewing/printing notifications. Firms can set both new and existing
accounts to Read Only.

When creating a new account, after entering all of the necessary account
information, check the Read Only box and click the <Add> button.

(Account Last Name
|Account First Name

Username

[Account Type Staff v
Email
Password
Confirm Password
Two-Step Verification Enabled
Authenticator App
Email
Phone Number +1
Receive Announcements Check this box to receive periodic announcements from the facility.
View Summary Statistics Check this box to allow the user to view the summary statistics.

Hide Total Payment Statistics ¢! Check this box to exclude Total Payments from Summary Statistics.
Enabled 4

Read Only i —

Trust(s) Mo trust({s) assigned.

[AddfliCancell

For existing accounts, search for the account and click on the account name to view
the account profile. Afterwards, check the Read Only box and click the <Save>
button.
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Account Last Name
Account First Name
Username
Account Type
Email
Password
Confirm Password
Two-Step Verification
Authenticator App
Email
Phone Number
Receive Announcements
View Summary Statistics

Hide Total Payment Statistics

Account3
Staff
staffaccount3
Staff

testuser@delcpf.com

Enabled

testuser@delcpf.com

+1 8885551111
Check this box to receive periodic announcements from the facility.
Check this box to allow the user to view the summary statistics.

¥ Check this box to exclude Total Payments from Summary Statistics.

Enabled v
Read Only i l
Trust(s)

Receive Announcements (Check Box)

The Receive Announcements check box was created for firm users who would like to
receive periodic announcements from the Facility. When creating a new account,
after entering all of the necessary account information, check the Receive
Announcement box and click the <Add> button.

For existing accounts, search for the account and click on the account name to view
the account profile. Afterwards, check the Receive Announcement box and click
the <Save> button.

View Summary Statistics (Check Box)

The View Summary Statistics check box was added for Firm Super Users to restrict
their Staff and Attorney accounts from viewing the Summary Statistics on the
Summary Page.

When creating a new account, after entering all of the necessary account
information, check the View Summary Statistics box and click the <Add> button.

For existing accounts, search for the account and click on the account name to view
the account profile. Afterwards, check the View Summary Statistics box and click
the <Save> button.

Hide Total Payment Statistics (Check Box)

The Hide Total Payment Statistics check box was added for Firm Super Users to
restrict their Staff and Attorney accounts from viewing the Total Payments on the
Summary Page.

When creating a new account, after entering all of the necessary account
information, check the Hide Total Payment Statistics box and click the <Add>
button.

For existing accounts, search for the account and click on the account name to view
the account profile. Afterwards, check the Hide Total Payment Statistics box and
click the <Save> button.
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User Account Affirmation Message

After entering all of the information for the new user, a message will appear every
time a new Staff or Attorney account is being added. In order to add the new
account, the FSU will be required to select the ‘Agree’ box before proceeding which
affirms that all of the statements listed in the message are true and are being carried
out according to the Electronic Filer Agreement.

Electronic Filer Agreement[s]

In accordance with the Law Firm’s Electronic Filer Agreement[s], to make any changes to
user accounts, the Firm Admimstrator or Super User confirms and agrees to the following
statements:

1. I am the authorized Firm Administrator or Super User for this account.

2. All users will be assigned their own individual account and no user will be
permitted to share Trust Onfine usemames or passwords with other users.

3. Mo user will be assigned more than one Trust Online account.

4, A user account will be promptly disabled upon the user's termination of
employment or association with the Law Firm,

5. The Firm Administrator or Super User will be responsible for disclosing to the Trust
any user who is employed by another law firm prior to creating an account for such
user,

6. My Law Firm and I remain responsible for the completeness and accuracy of the
information submitted to the Trust for overseeing and supervising persons
authorized to access Trust Online, or communicate with the Trust on behalf of the
Law Firm, and for the violation of any provision of the agreement.

e Cancel

If the FSU does not agree to the affirmation message and instead clicks the Cancel
button, the new account will not be created.

Note: After the accounts are created, each and every time the user accounts are
updated by the FSU, the FSU will be required to ‘Agree’ to the terms in this
affirmation message before submitting the changes.

Managing User Access

After creating the user accounts for the firm, the FSU must assign the staff and
attorney accounts access to specific Trust using the Manage Access page. If the
user attempts to login without any Trust access, they will see an error message
directing them to contact their FSU.

Please request access to one or more trusts from your administrator.

Unlike the attorney accounts, staff accounts are not associated with any attorney;
therefore, once a staff account is created, the firm administrator will have to assign
an attorney to these accounts before they may submit new claims or edit existing
claim data. If there aren’t any attorneys assign to the user, the Attorney’s tab on
the Summary page will display a message stating the following:
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_ Statistics ;M:I:urneyrs

There are no Attorneys available to this account.

To assign attorney access to the staff accounts, click on the Manage Access link on
the top menu bar. The Manage Access page will display three tabs, By Account, By
Attorney and By Trust. The FSU can utilize either By Account or By Attorney to
begin assigning specific Attorney access to the staff accounts and will use the By
Trust tab to begin assigning the user accounts access to specific trust.

Generally, when attorney accounts are created, they are already associated with a
specific attorney but they can also be given access to additional attorneys using the
Manage Access link. This additional access allows the attorney account to view and
edit claims submitted by other attorneys.

Access By Account

To assign access by accounts, click on the <By Account> tab and select an account
from the drop-down box. From the No Access list box, select one or more of the
attorneys that are to be associated with this account. Click on the > to move the
selected attorney to the Access list box. To allow access to all attorneys listed,
simply click on the >>.

B;r Account [ By Attorney . By Trust

Account | Smith, Joseph (staffaccount) w |

Mo Access Access

[smith, Robert

To remove access, select one or more of the attorneys from the Access list box and
click on the < to move the selected attorneys to the No Access list box. To remove
access to all attorneys listed, click on the <<.

Access By Attorney

To assign access by attorneys, click on the <By Attorney> tab and select an attorney
from the drop-down box. From the No Access list box, select one or more of the
accounts that are to be permitted access to the attorney in the drop-down box. Click
on the > to move the selected accounts to the Access list box. To allow access to all
accounts listed, simply click on the >>.
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i B-\,l' .ﬁccounf il -B-'H' A&orney -BYTFLISt |

Attorney Srnlth, Robert v

Mo Access Access
I émith, Joseph (staffaccount) 1 ".I-.<ing, Test (kingfirm)
| E Smith, Joseph (Firm Super User)

To remove access, select one or more of the accounts from the Access list box and
click on the < to move the selected accounts to the No Access list box. To remove
access to all accounts listed, click on the <<.

Access By Trust

After assigning the attorney(s) access, you will need to assign the Trust(s) using the
By Trust tab. To assign access by trust, click on the <By Trust> tab and select a
trust from the drop-down box. From the No Access list box, select one or more of the
accounts that are to be permitted access to the specified trust in the drop-down box.
Click on the > to move the selected accounts to the Access list box. To allow access
to all accounts listed, simply click on the >>.

i B‘y A‘mDUI"‘It -“By A&ornev i_.E_i__y_'.I.'rus:lm:_i

Access

if (staffaccount1) Account, Attormey {attaccount)
Account3, Staff {staffaccount3)

[ < |

To remove access, select one or more of the accounts from the Access list box and
click on the < to move the selected accounts to the No Access list box. To remove
access to all accounts listed, click on the <<.

Password Expiration

The passwords for the FSU and all accounts created by the FSU have a 90 day
expiration date. This added security feature will assist in preventing unauthorized
users from accessing the firm’s secured confidential data.

When the password expires, you will receive a message when attempting to login
that the user’s password has expired. To change the password, click on the “Change
Password” hyperlink immediately below the Password box on the Login page.

9|
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Welcome to Trust Online

1n order to have access to this system you must click the "I AGREE” button below. By clicking the "I AGREE” box below, the Law Firm certifies that it is authorized by
the Claimant to submit a claim, that all information submitted to the Facility during this on-line session shall comply in all respects with the requirements of Rule 11 of
the Federal Rules of Civil Procedure, and that such information is being submitted subject to the terms of the Electronic Filer Agreement. In the event you wish to
review the full text of the Electronic Filer Agreement you may do so by dlicking the hyperlink.

_

Username | L

Click on the link to open —— -
the Change Password —’w \l_l

page.

If vou leave this session inactive for more than 30 minutes, the system will ask you to login again.

Would you like to sign up for an account?
FiY ... Adabe’
M'}!“"ncadcfl

From the Change Password page, enter the Username and Current Password. Enter
the New Password, Confirm (new) Password and click the <Change Password>
button.

Change Password

Username |ﬁrrr| super user2 |

g:;.::::rd LI 11 l]] |

New
*RERRRIRRS
Password |

Confirm
Passwurd TRERRRRRS |

Change Password

Upon the successful completion of the password change, a message stating that the
password was changed successfully will be displayed. Click on the <Login> button to
return to the login page. Now you may login with your username and new password
to begin using the Trust Online system.

Change Password

Password changed successfully.

Temporary Password

As another added security measure, whenever an account’s password has to be reset
because it has become disabled due to incorrectly entering the password at least 3
times or the password has expired. A new temporary password will be issued that
will allow the user access to update their password before logging into Trust Online.

When the user attempts to login with their temporary password, they will get a
message stating that “The Password for your account has been reset. Please change

10|
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your password.” This adds another layer of security, making sure that a new
password is created which is known only to the specific user.

I AGREE

The password for your account has been reset. Please change your password.

sernome
e e —

Change Password

[Login|

When the user gets this message, they will need to click the "Change Password” link
in order to change their assigned temporary password. The system will require the
user to add a strong password.

Strong Password - A strong password is a password that should not be easy to
guess and would have a measure of effectiveness against brute-force attacks. There
are several common guidelines on creating a strong password, but some of the most
effective measures would include using lowercase and uppercased alphabetic
characters, numbers and symbols.

Firm Super User Profile

Trust Online provides account information for each user on their Profile page. The
Firm Super User account will be able to view the following account information
including Account Name, Account Type, Email Address, User ID, Last Name, First
Name, Two-Step Email and Phone Number, Firm Call In Passkey as well as the
Receive Announcements, View Summary Statistics, and Hide Total Payment
Statistics check boxes.

Except for Account Type and User ID, each user can also make changes to their
information on their profile page.

Account Name Smith, John
Account Type FirmSuperUser
Email jsmith@gmail.com
User ID firm super user
Last Name * | Smith
First Name * |John
Email * |jsmith@gmail.com
Receive Announcements ¥| Check this box to receive periodic announcements from the facility.
View Summary Statistics ¥ Check this box to allow the user to view the summary statistics.
Hide Total Payment Statistics Check this box to exciude Total Payments from Summary Statistics.
Password
Confirm Password
Two-Step Verification Enabled
Authenticator App @

Email fsu@aol.com

Phone Number

Firm Call In Passkey 8B29F3D

The FSU’s Profile page will also list all of the Attorneys that have submitted claims for
Trust Online along with a snapshot of their current notification preferences.

From this page, the FSU can also view the firm’s Payment Options, Firm Payment

Notifications and set up Attorney Options. The Payment Options and Firm
Payment Notifications are read only fields and can only be changed by the Facility.

11 |
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The Attorney Options includes setting up notifications preferences (paper or
electronic) for the following:

Offers

eSignature Release

Release Deficiencies

Intake/Review Deficiencies

Activities (Duplicate Claims, Prepetition, etc.)

Payment Option

The Payment Option includes Paper Check or Electronic Debits (ACH). All firms are
automatically set up as paper checks until a completed ACH form is submitted and

processed by the Trust. A form will need to be submitted for each trust and can be
found on the download page of each public trust website.

Payment Options
Trust Payment Type

BawW Electronic
CEL Electronic
F& Electronic
(8] Electronic
] Electronic
PCC Electronic
USiG Electronic

Firm Payment Notifications

On the bottom of the ACH form, there is a section that authorizes an email to be sent
as notification of payment to one or more Trust Online users. The email(s) entered
in this section must have an active Trust Online account. Once the firm is set up for
Electronic Debits, the FSU profile will display the “Enable Electronic Notifications”
check box as selected and the users that are to be notified upon payment.

Firm Payment Motifications

Include Acme Law in paper mailing.

Enable Electronic Motification:

Trust Account
BEW acme2 (rsmith@aol.com)
B&W firm super user (tester@gmail.com)
QI acme2 (rsmith@aol.com)
oc acme?2 (rsmith@aol.com)
01 firm super user (tester@gmail.com)
ocC firm super user (tester@agmail.com)

Once the user is notified via email, they will need to log into Trust Online and
proceed to the Notifications page to view/print the payment notification(s).

12 |
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Attorney Options

The Attorney Option can be set up by the FSU or the submitting attorney with an
Attorney account. This view will provide information for each attorney in the firm

and display their notification preferences.

Attorney Options

SMITH, JOHN
Smith, Robert

Electronic Electronic

Electronic

Save ToFile < 1to 3of 3 =

Electronic

Electronic Electronic

Electronic

Electronic

To begin setting up the notification preferences, click on the attorney’s name. This
will re-direct the FSU to the attorney’s profile page where he/she may begin setting

the notifications preference for each option.

> Offer Notifications

[ include Smith, Robert in paper mailing,
Enable Electronic Notification:

oC

staffaccountl (testuser@delcpf.com)

[--- Select Trust - v | [ - Select Account —

G

eSignature Release Motifications

Enable Electronic Motification:

FMP acme? (rsmith@aol.com)

[--- sSelect Trust - w| [ --- Select Account -—

Release Deficiency Notifications

Clinclude sm ith, Robert in paper mailing.
Enable Electronic Motification:

TaMN

acme? (rsmith@aol.com)

[--- Select Trust - v | | --- Select Account ——

Intake/Review Deficiency Notifications

Clinclude sm ith, Robert in paper mailing.
Enable Electronic Motification:

FLX

acme2 (rsmith@aecl.com)

[--- Select Trust - v |

| --- Select Account ——

Activity Notifications (Duplicate Claims, Prepetition, etc.)

[ inelude sm ith, Robert in paper mailing.
Enable Electronic Motification:

01l

staffaccountl (testuserg@del . com)} .

| --- Select Trust -—— v | --- Select Account ---

13|
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Chapter 2 Trust Online User Login

Trust Online Two-Factor Authentication

In a continued effort to increase the Trust Online system security, the facility requires a
Two-Factor Authentication (TFA) code for all firm users. This will be required for all staff and
attorney accounts, as well as the Firm Super User.

This will provide a second layer of security (the password being the first) to Trust Online by
requiring the user to verify a separate and unique verification code in addition to their
password.

After successfully logging into Trust
Online, the user will be directed to
another page displaying the Verification
Password code field. The user will have to enter
the Verification code which is a time-
based one-time password (TOTP) token
M—\ that needs to be entered within a specific
ime period.

Username

Change Password

Since this verification code is only valid for a specific
period of time, it may expire if not entered within
that time. If the code does expires before entering
it or if entered incorrectly, an error message will be
displayed stating that the "Two-Step Verification Remember this computer

code is incorrect or has expired”. At this point,

the user would have to request another verification Backlveniy
code.

N Verification code

Two-Step Verification code is incorrect or has expired.

The TFA Process — Requesting the Verification Code

Trust Online offers three options for requesting and receiving the TFA verification code. By
default, when a user is first enabled for Two-Step Verification, the current email address
associated with their account will be used to receive the email verification code (See Image
below):

° TFA Authenticator App (the preferred [0 et a verification code from the Authenticator
methOd) app
e Email (the default Option) _
e Text Message (to a mobile device) = s i
Users may also elect to have their Firm Super User @ Need belii2 Gretact Webisupnont Ak 1566 0B5-
update their profile with their mobile phone number,

in order to retrieve verification codes via text
messages. Unfortunately, neither text messages nor emails ("SMS Tokens”) are the most
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secured method of retrieving the verification code. Although users may choose any one of
the three selections listed above, the preferred and most secured option is the TFA
Authenticator App. We will discuss the advantages of using the Authenticator app in the next
section.

TFA Authenticator App over SMS

The primary drawback in receiving the verification code through email or text messages is
that the code has to be sent from a server to your email or phone. Although, it’s still more
secure than just having a simple password, these methods do not correlate with the enhanced
security measure necessary to protect the firm’s claimant data at the highest levels.

In contrast to receiving the codes from a server, the TFA Authenticator app generates the
verification code without needing an internet connection whatsoever and are always readily
available to view from your mobile device. The TFA Authenticator App offers security to your
firm’s data that SMS tokens may not, therefore, we recommend downloading and using one
of the following mobile apps:

e Google Authenticator
e Microsoft Authenticator
e Duo Mobile

Setting Up Authenticator App

After your download is complete, you will need to set up your App to be in sync with your
Trust Online account. The next time you log into Trust Online, you will still need to use the
Email or Phone method to receive your initial verification code.

G Get a verification code from the Authenticator
app

Send me a verification code at {F%%)***-5555
Standard rates may spply

Verification code

Remember this computer

Send me a verification code at
T

P =>*r@gmail.com

®@ [d W

Meed help? Contact your Firm Super User Robert Smith

Once you are logged in, go to your Profile page and click on the Setup button to set-up the
Authenticator App.

Two-Step Verification Enabled
Authenticator App ©
Email testuser@gmail.com

Phone Mumber

(Flease see your F5U to updste the Email snd Phone Number)
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A barcode will appear in a pop-up window. You may scan this barcode using your mobile
device’s camera or manually enter the 32-digit code to complete the TFA mobile setup.

Two-Step Verification Setup

1. Scan the following QR Code in the Authenticator App on your phone:

Or, enter this code:
GZETO40NOSZ3UI4U6YLSVN4IX4TAIX6G

2. Enter the 6-digit code from the Authenticator App:

Setup|Cancell

The following steps demonstrate how to connect the Google Authenticator app to your Trust
Online account. The Microsoft and Duo Mobile apps have similar steps.

With 2-step verification, whenever you
sign in to your Google Account you will
need your password and a code that this
app will generate.

Step 1: Begin Setup

Step 2: Select Scan
Barcode

B  Scanbarcode

v Manual entry

Step 3: Hold the BEGIN SETUP

camera on your phone

over the barcode. Step1 \ / Step 2 —>»  Step3
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TrustOnline

/761 681

testuserl

Authenticator

Two-Step Verification Setup

OF,

Or, enter this code:

1. Scan the following QR Code in the Authenticator App on your phone:

. : :

GZETO40NOSZ3UI4U6YLSVN4IX4TAIX6G

2. Enter the 6-digit code from the Authenticator App:

the Setup button

Step 4: Enter the 6- digit
verification code from the
Authenticator App, into
the Trust Online and click

Step 4

Once setup is complete, you will need to enter the verification code from the Authenticator
App each time you log in to Trust Online unless the Remember this computer box is selected
prior to clicking the Verify button.

Note: The verification codes change every thirty seconds in the App. You will need to enter
the code that is currently displayed on your Authenticator App in order to log in.

Enter the
verification code
here.

el

Verification code

Remermber this computer

@ K v

Get a verification code from the Authenticator
app

Send me a verification code at (***)***-2232
Standard rates may apply

Send me a verification code at
P2 r@gmail.com

Meed help? Contact your Firm Super User

s Remember this Computer

The “"Remember this computer” checkbox allows your browser to remember the
current computer setup (i.e. Username, IP Address) so that the Verification code will
only have to be entered in every 30 days. Whenever this user attempts to log into
Trust Online from another computer with a different IP Address, a new Verification
code will need to be re-entered. Note: If your current browser set up deletes the
browser cookies upon shutdown or at regular intervals, Trust Online will prompt the
user to enter in a new Verification code upon logging back into Trust Online.

17|
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¢ Email & Text Message Setup
Your TFA email address will be set to your current Trust Online email address by
default, when your account is enabled for TFA by the facility. If you would like to
receive verification codes via text message, your mobile phone number will need to be
added by the Firm Super User. Any updates to email or mobile phone numbers will
need to be made by the Firm Super User.

Two-Step Verification Enabled
Authenticator App
Email testuser@delcpf.com
Phone Number +1

User Account Profile (Firm Super User View)

%+ Signing onto Trust Online

Once you are set-up to receive verification codes via email, text message or
Authenticator app, the system will ask you to select your preferred delivery method
(i.e., email, phone) or you may simply enter the code from the Authenticator app each
time you log in with your password. Of course, if you have checked the Remember
this computer checkbox, you’'ll only need to enter the code once every 30 days.

Note: The verification code is valid for two minutes after receipt. If you fail to login
within that time frame, you will be required to request another verification code.

Username Itestuserl
Password  esesscsee

Change Password

Step 1

D Get a verification code from the Authenticator
ape

Verification code 3
Send me a verification code at [(¥%*)*=*-2222

Standard rates may apply

Remember this computer

Send me a verification code at
= *r@gmail.com

Need help? Contact your Firm Super User

Step 2

Click on one of the links to
receive a verification code
through the corresponding

** Intended for: testuser@delcpf.com

delivery method.

Your Trust Online verification code i T810657 Verification Code

Received via Email

This e-mail message, including any attachments, is for
Any unauthorized review, use, disclosure or distributic

Verification Email
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e a

+1(833) 222-8629 >

Text Message

Today 8:36 AM
Your '!'r‘.gs; Online verification Verification Code
code IS‘—|T522767 Received via Text

Verification Text Message

% User Accounts Page

The User Accounts page has been updated to include a Two-Factor column. This
allows Firm Super Users to quickly sort their list of accounts by the type of Two-
Factor verification options each user has (App, Phone, Email, All, or None)

Last Name | User Name | Trust W \
[Search|
SaveToFile<1to3of 3>
Name Username Firm Name Account Type Trust(s) Email Two-Factor Two-Factor Enabled Enabled
Account, aStaff staffaccountl Acme Law (Law Acme) Staff CEL, OI testuser@delcpf.com el fes Yes
Account3, Staff staffaccount3 Acme Law (Law Acme) Staff B&W, CEL, OI testuser@delcpf.com Phone, Email Yes Yes
user, staff staff_user Acme Law (Law Acme) Staff B&wW, CEL, O wherrioz@delcpf.com App, Email Yes Yes

Phone, Emas

App, Email

s+ Two-Step Verification Edits
After setup is complete, if necessary, the Firm Super User will be able to update the
TFA Email or TFA Phone Number. If for any reason the Authenticator App stops
working or doesn’t work correctly, the FSU can reset the Authenticator App by
clicking on the Reset button. This will remove the user from the App and they will
need to go through the whole process of setting up their Authenticator App.
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